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DDOS Mitigation in Service Providers
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General Labs Specifications
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How to use the labs ?

= | used GNS3 for all the labs, they are available in

= Cisco |IOS works emulated real firmware (dynamips)

= Virtual Images for I0S-XR and JunOS works running Vmware (vmdk files) with
gemu).

= Clients are emulated with VPCS

= All Router configuration are saved in config folder in each of the labs.

= Routers are available in

ARBOR
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Cisco |I0S - Dirty VRF Design
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Cisco |IOS — Dirty VRF to Customers

Customer_Coruna

- eyt LT BGP ASN 300
Area 0
——=g Traffic to Arbor_TMS
1 Customer via 3 @
" 4.4.4.0/24 R New NH via
o . 10.0.0.17/32
VLAN51 11.0.0.0/0/28 r
192.168.0.2/24 R BGP Updates:
Sa .3.3.1/32 via 10.0.0.17
VRF XUNTA VLANS51 JVipn 50 4.4.4.1/32 via 10.0.0.17
VLAN51 11.0.0.0/0/29| 11.0.0.2 213\60.219.32/29 J1040.0.16745 | 5.5.5.1/32 via 213.60.219.34
VLAN42 212.51.52.64/27

i
o L . searrareem.—. >~ 2 5550324 -1
SWo9co™ - - —
ULANS50 10.0.0.8/29 i .2
VLANSY 11.0.0.0/29 wh.o.o.a RT13COR 1.1.1.0/24
New NH via 192.168.0.1/24
10.0.0.9/32 .
Dirty Traffic " Peeringl
VLAN42 212.51.52.96/27 '\ S N,
VLAN50 10.0.0.0/29 -1 5
192.168.0.3/24 VRF Cust RT13VIG ¢
10.0.0.2 New NH via 192.168.0.4/24 8> Noa
10.0.0.2/32 el
10.0.0.0/24 in 3.3.3.0/24
VRF Customer 1 BGP Updates: 1
: 3.3.3.1/32 via 10.0.0.17
¢ [ . .4.4.1/32 via 10.0.0.17
o -3 5.5.5.1/32 via 213.60.219.34 Peeﬁng

Customer VIGO




In order to Simulate the route poison from Arbor SP add:
1.- ip route 3.3.3.1 255.255.255.255 10.0.0.17 (all peering routers)
2.- ping 3.3.3.1 from any peering IP (1.1.1.1 or 2.2.2.2) using VPCS

Test: traceroute from any Peer to any Customer:

Before Poisoning the route:
Pe ;

stination port unreachable)

Destination part unreachable)
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Cisco I0S - Static Routing Leaking
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Cisco I0S - VRF + Static Route Leaking
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In order to Simulate the route poison from Arbor SP add:
1.-ip route 5.5.5.1 255.255.255.255 213.60.219.34
2.- ping 5.5.51 from any peering IP (1.1.1.1 or 2.2.2.2) using VPCS

Test: traceroute from any Peer to Xunta:
_Before Poisoning the route:

stop

akion port unreachable)
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*5,5,0,1 46,346 ms (ICMP type:3, code:3, Destination port unreachable)

E2 time=90,195 ms



Configuration for Cisco IOS:
IPv4:

ip route wrf Clean 10,0,0,0 256,205, 260,0 FastEthernet(/0 10,0,0,2 global

ip route wrf Clean 30,0,0,0 286,200,250,0 GigabitEthernetls0 192,168,1.2 global

IPv6:
ipwb route wrf C

ipwk route wrt C

address-family ipv4 unicast

1

address-family ipv6 unicast

1

vrf Clean

address-family ipv4 unicast
10.0.0.0/24 GigabitEthernet@/e/o/0 192.168.1.1 vrflabel @
30.0.0.8/24 GigabitEthernet®/0/6/2 30.08.8.2 vrflabel ©

1

address-family ipv6 unicast
2014:18::/64 GigabitEthernet@/0fe/0 2000:18::2 vrflabel @
2014:30::/64 GigabitEthernete/efo/2 2014:30::2 vrflabel @
1

1

FuII Lab in https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tar.qz

Additional Lab https://arbor.box.com/Mitigation-Labs/RoutelLeakingAll.tar.qz
(I10S vs IOS-XR and IPv4 vs IPV6)
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Cisco |IOS — Dynamic Route Leaking
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Cisco I0S - Dynamic Route Leaking
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In order to Simulate the route poison from Arbor SP add:
1.- Router TMS has static route to 11.0.0.2 but not for 11.0.0.3
2.- Router TMS has static route to 14.0.0.2 but not for 14.0.0.3

Test: traceroute from any Peer to Host:
Results for non-poisoned Host:

----- h I=| I:l ]. £ :I

""" achable)

achable]

achable]




Special Configuration in Cisco IOS (Access):
1.- In CleanVRF import GRT with a route policy:

-
£

ip prefixz-list LearnGRT seq 10 permit 0,0,0,040 le 30

Interface in GRT }

directly connected, 2:12, FaztEthernetl/0 Interface in GRT ]

3.- Full Lab in https://arbor.box.com/Mitigation-Labs/DynamicRouterLeaking.tar.qz
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Cisco I0S-XR — Dynamic Route Leaking
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Cisco I0S-XR - Dynamic Route Leaking
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In order to Simulate the route poison from Arbor SP add:
1.- Router TMS has static route to 11.0.0.2 but not for 11.0.0.3
2.- Router TMS has static route to 14.0.0.2 but not for 14.0.0.3

Test: traceroute from any Peer to Host:
Results for non-poisoned Host:

. to stop
3. Destination port unreachable)
o stop

3. Destination port unreachable)

t3, Destination port unreachable)

. to =top

t3, Destination port unreachable)



Cisco I0S-XR — Dynamic Route Leaking

Special Configuration in Cisco IOS-XR (Peer and Access):

1.- In CleanVRF import GRT with a route policy:

vrf CleanVRF
address-family ipv4 unicast
import from default-vrf route-policy TMS advertise-as-vpn
import route-target
154
!
!
!

2.- Create a Route Policy to ignore announces from TMS (By community):

route-policy TMS
if community matches-every (100:200) then
drop
else
pass
endif
end-policy
1

3.- Full Lab in https://arbor.box.com/Mitigation-Labs/DynamicRouterLeaking.tar.qz
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Juniper — Rib Groups
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Juniper — Rib Groups
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1.- Before the mltlatlon when a traceroute from Attacker to Victims:

wation port unreachable

trl+l to stop

. code:3, Destination port unreachable)

2.- From CP start a mitigation to both Victims

AA

Managed Object None
Learning Dataset None

TMS Group TMS Unicast

Offramp Prefixes 192.168.5.1/32, 192.168.0.1/32
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Router




Juniper — Rib Groups — Configuration (1 of 2)

Special Configuration in Junos:
1.- Create a Rib-Group to import routes between VRF and GRT

interrace-routes {
rib-group inet ribgroup-interface-routes;
}

rib-groups {
ribgroup-interface-routes {
import-rib [ inet.® CleanVRF.inet.0® ];
}

ribgroup-import-to-VRF {
export-rib inet.0;
import-rib [ inet.® CleanVRF.inet.0® ];
import-policy policy-import-inet-to-VRF-using-communities;
}
}
autonomous-system 100;

3

2.- Create a Route Policy to ignore announces from TMS (By community):

policy-statement policy-import-inet-to-VRF-using-communities {
from community TMS;
then reject;

}
community TMS members 100:200;
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Juniper — Rib Groups — Configuration (2 of 2)

3.- Use Rib Groups in the BGP Protocol (GRT -> VRF):

protocols {
bap {|
group CP {
type internal;
local-address 192.168.2.2;
family inet {
unicast {
rib-group ribgroup-import-to-VRF;
}
flow {
no-validate NO-VALIDATION;
}

}
export exp2bgp;

neighbor 192.168.2.1 {
multihop;
}
neighbor 192.168.2.2 {
description CP_Peer;
}
}

4.- Use Rib Groups in the Route Instance (VRF -> GRT):

routing-instances {
CleanVRF {
instance-type vrf;
interface ge-0/0/5.0;
route-distinguisher 192.168.4.2:100;
vrf-import Reject;
vrf-export Reject;
no-vrf-advertise;
routing-options {
interface-routes {
rib-group inet ribgroup-interface-routes;
}
}
}

5.- Full Lab in https://arbor.box.com/Mitigation-Labs/JunosRibGroups.tar.qz
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Juniper — FlowSpec
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1.- Start a flowspec mitigation dropping traffic Dst: 192.168.5.0, Src: 192.168.1.0/24, Port 53

how Firewall
__default_bpdu_filter_ . .
New firewall filter
flowspec_default_inet__ created

2.168,1/24 .dztport=53

> show route table inetflow,? detail

Action DROP }

2.- Start a flowspec mltlgatlon shapmg traffic Dst: 192.168.5.0, Src: 192.168.1.0/24, Port 53

L Action SHAPE ]




3.- Start from CP a flowspec mitiaation as shown:

4.- Check route to 192.168.5.1 in JunOS:

Action Redirect to

. Dirty VRF
, ho 1 ddo hidden) )
term:2 (1 entry, 1 announced)

ded
edirect B



1.- Enable FlowSpec in

protoc

.
J
then accept:

protocol group

cmmmuﬂitg redirect members redirect:BS

CP:




3.- Create Clean VRF with RibGroup to deliver to GRT

group CP
Family inet {
flow 1
ho—val idate MO-YALIDATION:

3.- Full Lab in https://arbor.box.com/Mitigation-Labs/JunosFlowSpec.tar.qz
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1.- Juniper SRX does not support FlowSpec in neither physical or virtual
routers.

2.- Juniper M-Series supports everything and was tested in latest version.

3.- Virtual Juniper M-Series do not support Flowspec. | expect to have a
new version in middle February and it should be supported.

4.- Cisco 10S-XR version 5.2.2 should support Flowspec, but | haven't try
it in ASR or CRS.

5.- Cisco Virtual XR 5.2.2 does not support Flowspec
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