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General Labs Specifications 



How to use the labs ? 

 
I used GNS3 for all the labs, they are available in https://arbor.box.com/Mitigation-

Labs 

Cisco IOS works emulated real firmware (dynamips) 

Virtual Images for IOS-XR and JunOS works running Vmware (vmdk files) with 

qemu). 

Clients are emulated with VPCS  

All Router configuration are saved in config folder in each of the labs.  

Routers are available in https://arbor.box.com/s/27q4932mbh4lgtp2do38 

 

 

If you want access to the labs please ASK!!!!! 

https://arbor.box.com/Mitigation-Labs
https://arbor.box.com/Mitigation-Labs
https://arbor.box.com/Mitigation-Labs
https://arbor.box.com/Mitigation-Labs
https://arbor.box.com/s/27q4932mbh4lgtp2do38
https://arbor.box.com/s/27q4932mbh4lgtp2do38


Cisco IOS  Dirty VRF Design 



Cisco IOS  Dirty VRF to Customers 
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Cisco IOS  VRF for Dirty Traffic: Customers 

In order to Simulate the route poison from Arbor SP add: 

1.- ip route 3.3.3.1 255.255.255.255 10.0.0.17 (all peering routers) 

2.- ping 3.3.3.1 from any peering IP (1.1.1.1 or 2.2.2.2) using VPCS 

 

Test: traceroute from any  Peer to any  Customer: 

Before Poisoning the route: 

 

 

 

 

 

After TMS update: 

 

 



Cisco IOS  Static Routing Leaking 



Cisco IOS  VRF + Static Route Leaking 
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Cisco IOS  Static Route Leaking 

In order to Simulate the route poison from Arbor SP add: 

1.- ip route 5.5.5.1 255.255.255.255 213.60.219.34 

2.- ping 5.5.51 from any peering IP (1.1.1.1 or 2.2.2.2) using VPCS 

 

Test: traceroute from any  Peer to Xunta: 

Before Poisoning the route: 

 

 

 

 

After TMS update: 

 

 



Cisco IOS  Static Route Leaking 

Configuration for Cisco IOS: 

IPv4: 

 

IPv6: 

 
 

Configuration for IOS-XR (IPv4 and IPv6): 

 

 

 

 

 

 

 

Full Lab in https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tar.gz 

Additional Lab https://arbor.box.com/Mitigation-Labs/RouteLeakingAll.tar.gz 

(IOS vs IOS-XR  and IPv4 vs IPV6) 

https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tar.gz
https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tar.gz
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Cisco IOS  Dynamic Route Leaking 
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Cisco IOS  Dynamic Route Leaking 

In order to Simulate the route poison from Arbor SP add: 

1.- Router TMS has static route to 11.0.0.2 but not for 11.0.0.3 

2.- Router TMS has static route to 14.0.0.2 but not for 14.0.0.3 

 

Test: traceroute from any Peer  to Host: 

Results for non-poisoned Host: 

 

 

 

 

 

Results for poisoned Hosts: 

 

 

 



Cisco IOS  Dynamic Route Leaking 

Special Configuration in Cisco IOS (Access): 

1.- In CleanVRF import GRT with a route policy: 

 

 

 

2.- Create a Route Policy to ignore announces from TMS (anything longer than /30): 

 

 

3.- Routing table in Access Router CleanVRF: 

 

 

 

 

 

 

 

3.- Full Lab in https://arbor.box.com/Mitigation-Labs/DynamicRouterLeaking.tar.gz 

 

 

Interface in GRT 

Interface in GRT 

https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tgz
https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tgz
https://arbor.box.com/Mitigation-Labs/StaticRouterLeaking.tgz
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Cisco IOS-XR  Dynamic Route Leaking 
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Cisco IOS-XR  Dynamic Route Leaking 

In order to Simulate the route poison from Arbor SP add: 

1.- Router TMS has static route to 11.0.0.2 but not for 11.0.0.3 

2.- Router TMS has static route to 14.0.0.2 but not for 14.0.0.3 

 

Test: traceroute from any Peer  to Host: 

Results for non-poisoned Host: 

 

 

 

 

 

Results for poisoned Hosts: 

 

 

 



Cisco IOS-XR  Dynamic Route Leaking 

Special Configuration in Cisco IOS-XR (Peer and Access): 

1.- In CleanVRF import GRT with a route policy: 

 

 

 

 

 

 

2.- Create a Route Policy to ignore announces from TMS (By community): 

 

 

 

 

 

 

3.- Full Lab in https://arbor.box.com/Mitigation-Labs/DynamicRouterLeaking.tar.gz 
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Juniper  Rib Groups 
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Juniper  Rib Groups 

1.- Before the mitigation when a traceroute from Attacker to Victims: 

 

 

 

 

 

2.- From CP start a mitigation to both Victims 

 

 

 

3.- Check again with traceroute: 
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Juniper  Rib Groups  Configuration (1 of 2) 

Special Configuration in Junos: 

1.- Create a Rib-Group to import routes between VRF and GRT 

 

 

 

 

 

 

 

 

 

2.- Create a Route Policy to ignore announces from TMS (By community): 

 

 

 

 



Juniper  Rib Groups  Configuration (2 of 2) 

3.- Use Rib Groups in the BGP Protocol (GRT -> VRF): 

 

 

 

 

 

 

 

 

 

4.- Use Rib Groups in the Route Instance (VRF -> GRT): 

 

 

 

 

 

 

5.- Full Lab in https://arbor.box.com/Mitigation-Labs/JunosRibGroups.tar.gz 
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JunOS FlowSpec  - drop/shape 

1.- Start a flowspec mitigation dropping traffic Dst: 192.168.5.0, Src: 192.168.1.0/24, Port 53 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.- Start a flowspec mitigation shaping traffic Dst: 192.168.5.0, Src: 192.168.1.0/24, Port 53 
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JunOS FlowSpec  - redirect to TMS 

3.- Start from CP a flowspec mitigation as shown: 

 

 

 

 

 

 

 

4.- Check route to 192.168.5.1 in JunOS: 
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JunOS FlowSpec  - Configuration 

1.- Enable FlowSpec in protocol group CP: 

 

 

 

 

 

 

 

2.- Create a policy option to redirect to DirtyVRF 

 

 

 

 

 

 

 

 

 

 

 



JunOS FlowSpec  - Configuration 

3.- Create Clean VRF with RibGroup to deliver to GRT  

 

 

 

 

 

 

5.- Create DirtyVRF (route-target, default route to TMS, flow with CP): 

 

 

 

 

 

 

 

 

 

3.- Full Lab in https://arbor.box.com/Mitigation-Labs/JunosFlowSpec.tar.gz 
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FlowSpec  - Conclusions 

1.- Juniper SRX does not support FlowSpec in neither physical or virtual 

routers. 

 

2.- Juniper M-Series supports everything and was tested in latest version. 

 

3.- Virtual Juniper M-Series do not support Flowspec. I expect to have a 

new version in middle February and it should be supported. 

 

4.- Cisco IOS-XR version 5.2.2 should support Flowspec

it in ASR or CRS. 

 

5.- Cisco Virtual XR 5.2.2 does not support Flowspec  

 



Thank You 


